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Gartner Market Guide for Email Security 2021
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Key Findings

The adoption of cloud email systems continues to grow, forcing security and risk management leaders to
evaluate the native capabilities offered by these providers.

Solutions that integrate directly into cloud email via an AP|, rather than as a gateway, ease evaluation and

deployment and improve detection accuracy, while still taking advantage of the integration of the bulk of
phishing protection with the core platform.
T—bhIOTALDE. APIZNTUTOSTIRA-ILICEEFREI DV I 1—>3 >0

Vendor consolidation and I zgr e A #BRCL. BEMBERD L3, 50T« VS IHRORES %
capabilities (aka extendedd 177 « 75w b I —AlCHET DFRZRE> T\ D.

Ransomware, impersonation and account takeover attacks are increasing and causing direct financial loss,
as users place too much trust in the identities associated with email inherently vulnerable to deception and
social engineering. The evolution in threats has led to increased demand for other techniques and services,
such as domain-based message authentication, reporting and conformance (DMARC), cloud access
security broker (CASB)/API integrations, continuous awareness and mail-focused security orchestration,
automation and response (MSOAR).

(Hi881) : https://www.gartner.com/doc/reprints?id=1-27MOD8ND&ct=211011&st=sb
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